
 

FINAL EXAM Ð Math 115B, UCSB, Winter  2009 - SOLUTIONS 
 
Due in SH6518 or as an email attachment at 12:00pm, March 16, 2009.  
 
You are to work on your own, and may only consult your notes, text and the class web 
page. It is very important that you write up your work in a clear and legible fashion. 
 
Problems 1-4 count 15 points each. Problems 5 and 6 count 20 points each. 

* * * * *  
 
1.  (Block Code)  A non-invertible matrix A ∈ Mk(F), F a finite field, is used to 
encipher vectors   

! 

!  
a "F(k) by the formula   

!  

! 
c "
! 
a A (mod n). Prove that every received 

ciphertext   

!  

! 
c  can be deciphered as coming from at least two different plaintexts. [Hint: 

consider the null space of A.] Explain how to provide a precise count of how many 
different plaintext vectors   

! 

! 
a  are enciphered as the same vector   

!  

!  
c .  

 
A is not invertible if and only if rank A < k. In this case, the null space of A = 

  

! 

!  
b " F

(k ) |
!  
b A =

!  
0 { }  has dimension = k Ð rank A > 0 over F. For any vector   

! 

!  
b  in 

the null space of A,   

!  

(
!  
a +

!  
b )A "

!  
a A +

!  
b A "

!  
c +

!  
0 "

!  
c . Hence the number of 

plaintexts that give rise to the ciphertext   

!  

!  
c  equals |null space of A| = 

|F|dimension of the null space of A = |F|k Ð rank A 

!  

"  |F| 

!  

"  2.   
 
2. (RSA Cryptosystem)  Suppose that the following 40 letter alphabet is used for all 
plaintexts and ciphertexts: A-Z have the usual numerical equivalents 0-25; _ = 26, . = 27, 
? = 28, $ = 29, the numerals 0 = 30, 1 = 31, É , 9 = 39. Suppose that plaintext message 
units a1a2 are digraphs and ciphertext message units are trigraphs c1c2c3. (For example, 
the numerical equivalent of the digraph ÒSEÓ is 18(40) + 4; the numerical equivalent of 
the trigraph ÒCDEÓ is 2(40)2 + 3(40) + 4.)  
(a)  Encipher and send the message ÒSEND $7500Ó to a user whose enciphering key is 
(n,e) = (2047,179). 
(b)  Break the code by factoring n and computing the deciphering key. 
 

(a) SEND_$7500 !  SE ND _$ 75 00 !  (18(40)+4) (13(40)+3) (26(40)+29) 
(37(40)+35) (30(40)+30) !  724 523 1069 1515 1230 "  (724)179 (523)179 

(1069)179 (1515)179 (1230)179 !  1906 1072 802 364 710 (mod 2047) !  1(40)2 

+7(40)+26  0(40)2+ 26(40)+32  0(40)2+ 20(40)+2  0(40)2+ 9(40)+4  0(40)2 

+17(40)+30 !  BH_  A_2  AUC  AJE  AR0. So the enciphered message is 
BH_A_2AUCAJEAR0. 
[The calculation of (724)179 etc. can be accomplished by successive squaring; 
e.g., (724)179 = (724)128(724)32(724)16(724)2(724) # (1603)(1336)(179)(144)(724) 
# 1906 (mod 2047). This is tedious but doable.]  
 
(b) By successively dividing 2047 by primes between 3 and $2047 < 46 we get 
2047 = 23 ¥ 89. The decryption exponent d satisfies ed # 1 (mod %(n)) or  



 

179d # 1 (mod 1936) since %(2047) = %(23)%(89) = 22 ¥ 88 = 1936. We apply the 
Euclidean algorithm to compute d # e-1 (mod 1936) and get d # 411 
 (mod 1936). Decryption of an enciphered message c is accomplished by 
computing cd (mod 2047).  

 
3.  (Discrete Logarithms/El Gamal Cryptosystem)  Alice and Bob communicate 
using an El Gamal public key cryptosystem with the prime p = 47 and α = 5 (a primitive 
root mod 47). Bob chooses a secret integer b = 17 and publishes the information triple  
(p, α, αb

 reduced mod p). Alice chooses a secret integer a and sends Bob the ciphertext 
pair (αa, (αb)a m), where m is a message between 0 and p-1, all reduced mod p. 
Bob receives the ciphertext (23, 25). Help him decipher to find m. [Hint: use the 
logarithm (ÒindexÓ) table for p = 47 on the course website to minimize the computations.] 
 

Bob publishes (47, 5, 517 reduced mod 47) and Alice sends Bob (5a, (517)am) # 
(23,25) (mod 47) where m is a message between 0 and 46. Thus 5a # 23 and  
517am # 25 (mod 47). Applying discrete logarithms to the base 5, we have  
log55

a # log523 and log55
17am # log525 (mod 46) since %(47) = 46. Using the log 

(ÒindexÓ) tables on the class webpage, we get  a¥log5 5
 # 5 and 17a¥log5 5

 + log5m
 

# 2, so a # 5 and 17a + log5m
 # 2 (mod 46). Solving for log5m, we get log5m # 9  

(mod 46). Using the (inverse) log table again, we have m # 40 (mod 47).   
 
4.  x7 Ð 1 = (x + 1)(x3 + x + 1)(x3 + x2 + 1).  Show that the binary codes C1 and C2 
with generating polynomials g1(X) = X3 + X + 1 and g2(X) = X3 + X2 + 1, respectively, 
are equivalent to the Hamming [7,4]-code C defined by the parity check matrix H = 

!  

0 0 0 1 1 1 1

0 1 1 0 0 1 1

1 0 1 0 1 0 1

" 

# 

$ 
$ $ 

% 

& 

'  
'  '  
. Which of the codes C, C1, C2 are cyclic? 

 

C1 has parity check polynomial

!  

h1(x) =
x7 " 1
g1(x)

= (x +1)(x3
+ x2

+1) = x4
+ x2

+ x +1, 

C2 has parity check polynomial

! 

h
2
(x) =

x7 "1
g
2
(x)

= (x +1)(x3 + x +1) = x4 + x3 + x2 +1. 

So parity check matrices for C1 and C2 are 

! 

H1 =

1 0 1 1 1 0 0

0 1 0 1 1 1 0

0 0 1 0 1 1 1

" 

# 

$ 
$ 
$ 

% 

& 

' 
' 
' 
 and 

! 

H
2

=

1 1 1 0 1 0 0

0 1 1 1 0 1 0

0 0 1 1 1 0 1

" 

# 

$ 
$ 
$ 

% 

& 

' 
' 
' 
, respectively. Recall that the parity check matrix for 

the [7,4] Hamming Code is 

!  

H =

0 0 0 1 1 1 1

0 1 1 0 0 1 1

1 0 1 0 1 0 1

" 

# 

$ 
$ $ 

% 

& 

'  
'  '  
 which we write as columns 



 

! 

H = H (1)
|H (2)

|...|H (7)( )  where H(i) is the ith column of H. Both H1 and H2 can be 

obtained from H by a permutation of its columns; i.e., 

!  

H1 = H (4) |H (2) |H (5) |H (6) |H (7) |H (3) |H (1)( )  and 

! 

H2 = H
(4) |H(6) |H(7) |H(3) |H(5) |H(2) |H(1)( ). It follows that a generator matrix G1 for 

C1 that satisfies the matrix equation G1 H1
T= 0 can be obtained from a generator 

matrix G for the Hamming Code that satisfies GHT= 0 by precisely the same 
permutation of columns. Hence 

! 

G1 = G(4 )
|G(2)

|G(5)
|G(6)

|G(7)
|G(3)

|G(1)( )  and 

! 

G2 = (G(4 )
|G(6)

|G(7)
|G(3)

|G(5)
|G(2)

|G(1)
) where 

! 

G = G(1) |G(2) |G(3) |G(4) |G(5) |G(6) |G(7)( ) . Since permuting the columns of G 

corresponds to a permutation of coordinates of the codewords of C, we conclude that 
C1 and C2 are equivalent to C.  
 
Since C1 and C2  are both codes with polynomial generators, a codeword 

  

! 

! 
c = c1c2...c7 " C1 corresponds to f(X)g1(X) for some polynomial f(X). If we cyclically 
permute the coordinates of   

! 

!  
c  to get   

! 

! 
c * = c2c3...c7c1, this codeword corresponds to the 

polynomial Xf(X)g1(X) because X7 # 1 (mod X7 Ð 1). Hence   

!  

!  
c * " C

1
, proving that C1 

is cyclic. By the same reasoning, C2 is cyclic. However, C is not cyclic since, for 
example, 

! 

1000011" C  but 

! 

1100001" C . [Note that there are two distinct 
polynomial divisors of x7-1 of degree =3. This implies that there are precisely two 
cyclic codes of length 7 and dimension 4, namely C1 and C2.]  

 

5.  H = 

! 

0 1 1 1 1 0

1 0 0 0 1 0

0 1 0 0 1 1

" 

# 

$ 
$ 
$ 

% 

& 

' 
' 
' 
 is the parity check matrix for a binary [n,k,d] linear code C. 

(a)  Find n, k and d for C. 
(b)  Find a generator matrix for C. Better yet, find a generator matrix in standard (i.e., 
systematic) form (I | A). 
(c)  What is the code rate of C? 
(d)  Provide a standard array (see page 412 of the text) for the code C identifying each 
row of the array by its syndrome. 
(e)  Which codewords in C are nearest neighbors to 111111? 
(f)  Is C self-dual? 
 

(a) and (b) Since H is 3 x 6 and   

! 

! 
c " C if and only if   

!  

! 
c H

T " 0 (mod 2), n = 6. 
Also, rank H = 3 (for example, the first, third and sixth columns of H are linearly 
independent, so rank H 

! 

" 3; and since H has 3 rows, rank H = 3). The code C 
consists of the vectors in the null space of H, so the dimension of C is k = n Ð rank 
H = 6 -3 = 3. To compute the minimum distance of C we can examine all 8 
codewords. We will do this but begin by providing a generating matrix for C in 
standard form. 
 
Now 

  

!  

! 
c = c1c2c3c4c5c6 " C if and only if 

  

! 

(c1,c2,c3,c4,c5,c6)H
T
"
! 
0  (mod 2). This 

gives a set of equations (c2 + c3 + c4 + c5, c1 +c5, c2 + c5 + c6) # (0,0,0) (mod 2). 



 

Solving these for c4, c5, c6 in terms of c1, c2, c3, we conclude that 

!  

C = {( c1,c2,c3,c1 + c2 + c3,c1,c1 + c2) |c1,c2,c3 " {0,1}} .  Successively taking c1=1 
and the other ci=0; then c2=1 etc., we get 3 linearly independent vectors in C and 

a standard (ÒsystematicÓ) generating matrix 

! 

G =

1 0 0 1 1 1

0 1 0 1 0 1

0 0 1 1 0 0

" 

# 

$ 
$ 
$ 

% 

& 

' 
' 
' 
.  The eight 

codewords correspond to sums of these rows, and by inspection of these 
codewords we conclude that d = 2; for example, the final row of G has weight=2.  
 
[Another approach is to apply elementary row operations to H to get it in the form 

!  

H = A | I( ) =

1 1 1 1 0 0

1 0 0 0 1 0

1 1 0 0 0 1

" 

# 

$ 
$ $ 

% 

& 

'  
'  '  
 and then 

! 

G = I |"AT( ) =

1 0 0 1 1 1

0 1 0 1 0 1

0 0 1 1 0 0

# 

$ 

% 
% 
% 

& 

' 

( 
( 
( 
.]   

 

(c) The code rate of C is 

!  

log2|C |
n

=
log2 8

6
=

3
6

=
1
2

. 

 
(d)   

Syn d r o m e Co set  Lead er s       
OOO C: OOOOOO 1OO111 O1O1O1 OO11OO 11OO1O 1O1O11 O11OO1 11111O 
O1O  1OOOOO OOO111 11O1O1 1O11OO O1OO1O OO1O11 111OO1 O1111O 
1O1  O1OOOO 11O111 OOO1O1 O111OO 1OOO1O 111O11 OO1OO1 1O111O 
1OO  OO1OOO 1O1111 O111O1 OOO1OO 111O1O 1OOO11 O1OOO1 11O11O 
111  OOOO1O 1OO1O1 O1O111 OO111O 11OOOO 1O1OO1 O11O11 1111OO 
OO1  OOOOO1 1OO11O O1O1OO OO11O1 11OO11 1O1O1O O11OOO 111111 
O11  OOO11O 1OOOO1 O1OO11 OO1O1O 11O1OO 1O11OO O11111 111OOO 
11O  OOOO11 1OO1OO O1O11O OO1111 11O1O1 1O1OOO O11O1O 1111O1 

 
(e) 111111 is in the column of the codeword 111110 which is its unique nearest 
neighbor codeword. 
 
(f) C& 

  

!  

= {
! 
a " Z2

(6) |
! 
c ¥
! 
a =
! 
0 for all

! 
c " C}.  Since   

! 

!  
c =010101'  C and   

!  

!  
c ¥ 

  

!  

!  
c !  

  

! 

! 
0 , 

  

!  

! 
c '  C but   

! 

!  
c (  C&. Hence C is not self-dual. 

 
6. Over Z2[x] the irreducible factorization of x15 Ð 1 is  
x15 Ð 1 = (x + 1)(x2 + x + 1)(x4 + x + 1)(x4 + x3 + 1)(x4 + x3 + x2 + x + 1). 
In Z2[X] modulo X4 + X + 1, X4 ≡ X + 1, and GF(24) = {a0 + a1X + a2X

2 + a3X
3 | ai ∈ Z2}.    

(a)  Show that α = X is a primitive 15th root of unity in GF(24).  
(b) Which powers αi of α are roots of g1(x) = X4 + X + 1? Which are roots of  
g2(x) =  X4 + X3 + X2 + X + 1? 
(c)  Set g(x) = g1(x)g2(x), with gi  (x) as above, and let C be the [15,7]-BCH code 
generated by g(x). Provide a generating matrix and a parity check matrix for C. 
(d)  Find the minimum distance of C. [Hint: Use the Theorems in Section 18.8.] How 
many errors can C detect? How many errors can C correct? 
 



 

(a) () 4 = )  + 1) ) 1 = ) ,  ) 2,  ) 3,  ) 4 = 1 + ) ,  ) 5 = )  + ) 2,  ) 6 = ) 2 + ) 3,  
) 7 = ) 3 + ) 4 = 1 + )  + ) 3, ) 8 = )  + ) 2 + ) 4 = 1 + ) 2, ) 9 = )  + ) 3,  
) 10 = ) 2 + ) 4 = 1 + )  + ) 2, ) 11 = )  + ) 2 + ) 3,   
) 12 = ) 2 + ) 3 + ) 4 = 1 + )  + ) 2 + ) 3, ) 13 = )  + ) 2 + ) 3 + ) 4 = 1 + ) 2 + ) 3, 
) 14 = )  + ) 3 + ) 4 = 1 + ) 3, ) 15 = )  + ) 4 = 1. So )  is a primitive 15th root of 
unity. [Actually, since the non-zero elements of Z2[X]  modulo X4 + X + 1 have 
order dividing 15, it suffices to show that ) 3 *  1 (obvious) and ) 5 *  1. But we 
have use for the complete list of powers of )  for the next question.   

       
(b)  )  is one root of g1(x) = X4 + X + 1, the others are ) 2, ) 4, ) 8. For example,  
() 8)4 + () 8) + 1 # ) 2 + (1 + ) 2) + 1 = 0 (mod X4 + X + 1). Similarly, we check 
that the roots of g2(x) =  X4 + X3 + X2 + X + 1 are ) 3, ) 6, ) 9, ) 12.        

    
(c) The coefficients of g(x) = 1 + x4 + x6 + x7 + x8 can be used to provide a 
generating matrix for C: 

! 

G =

1 0 0 0 1 0 1 1 1 0 0 0 0 0 0

0 1 0 0 0 1 0 1 1 1 0 0 0 0 0

0 0 1 0 0 0 1 0 1 1 1 0 0 0 0

0 0 0 1 0 0 0 1 0 1 1 1 0 0 0

0 0 0 0 1 0 0 0 1 0 1 1 1 0 0

0 0 0 0 0 1 0 0 0 1 0 1 1 1 0

0 0 0 0 0 0 1 0 0 0 1 0 1 1 1

" 

# 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ $ 

% 

& 

' 
' 
' 
' 
' 
' 
' 
' ' 

. 

Since C is a cyclic code with generating polynomial g(x), a parity check matrix H 

can be obtained from the coefficients of 

! 

x
15
"1

g(x)
= (x +1)(x2 + x +1)(x4 + x3 +1) 

!  

= x
7

+ x
6

+ x
4

+1, 

! 

H =

1 1 0 1 0 0 0 1 0 0 0 0 0 0 0

0 1 1 0 1 0 0 0 1 0 0 0 0 0 0

0 0 1 1 0 1 0 0 0 1 0 0 0 0 0

0 0 0 1 1 0 1 0 0 0 1 0 0 0 0

0 0 0 0 1 1 0 1 0 0 0 1 0 0 0

0 0 0 0 0 1 1 0 1 0 0 0 1 0 0

0 0 0 0 0 0 1 1 0 1 0 0 0 1 0

0 0 0 0 0 0 0 1 1 0 1 0 0 0 1

" 

# 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 

% 

& 

' 
' 
' 
' 
' 
' 
' 
' 
' 
' 

. 

 
(d)  We know from (b) that the roots of g(x) are ) , ) 2, ) 4, ) 8, ) 3, ) 6, ) 9, ) 12, of 
which ) , ) 2, ) 3, ) 4 are 4 successive powers of ) . From the Theorem on page 433 
of the text we know that the minimum distance d of C satisfies 

!  

d " 5. Since each 
row of G is a codeword of weight = 5, we conclude that d = 5. Hence C can 

detect 5-1 = 4 errors and correct 

!  

5 " 1
2

# 
$ % 

& 
'  ( 
= 2  errors. 


