FINAL EXAM BMath 115B, UCSB, Winter 2009- SOLUTIONS

Duein SH65180r asan email attachment at 12:00p0m, March 16, 2009

You are to work on your own, and may only consult your notes, text andthe class web
page It isvery important that youwrite up your work in a clear andlegible fashion.

Problems 1-4 count 15 points each. Problems 5 and 6 count20 points each.

* %k * % *

1. (Block Codg A norrinvertible matrix A € My(F), F afinitefield, isused to
endphe vectors @ €F® by the formula é * @A (mod n). Prove tha every received
ciphetext ¢ can bedeciphaed as comingfrom at least two different plaintexts. [Hint:
congder the null space of A.] Explain howto provide a precise countof how many
different plaintext vectors @ are endpheed as the same vector c .

Aisnotinwertibleif andonly if rank A < k. In thiscase, thenull space of A =
{be F®|bA = O} hasdimenson= kBrankA > 0 over F. For anyvector b in

thenull spac of A, (a+ b)A "aA+bA" ¢ +0" ¢. Hence thenunber of

plaintexts that give rise to theciphetext ¢ equalslnull spaceof A| =
|F|d|mensonofthenullspaceofA |F|kDrankA |F|

2. (RSA Cryptosystem) Suppo® that thefollowing 40 letter alphabet is used for all
plaintexts and ciphatexts: A-Z have theusud numerica equivalents 0-25; =26, . = 27,
?=28,$=29 thenumerals0=30,1=31,E , 9= 39.Suppoe tha plaintext message
units & are digraphsand ciphetext message units are trigraphsc; c,cs. (For example,
thenumerical equivalent of thedigraph GBEQis 18(40) + 4; thenumerical equivalent of
thetrigraph GCDEOis 2(40)? + 3(40) + 4.)

(a) Endphe and send the message GBEND $750@to a user whose endpheingkey is
(n,e) = (2047179)

(b) Break the codeby factoring n and computing the decipheaing key.

(a) SEND_$7500/ SEND $7500/ (18(40)+4) (13(40)+3) (26(40)+29)
(37(40)+35) (30(40)%+30) / 724523106915151230 " (724)"° (523"
(1069)"°(1515)° (1230 /  19061072802364 710(mod2047)! 1(40)
+7(40}+26 0(40Y+ 26(40%+32 0(40)+ 20(40)+2 0(40)*+ 9(40)+4 0(40)
+17(@0+30/ BH_ A 2 AUC AJE ARO. Sotheendpheed messageis
BH_A 2AUCAJEARO.

[ The calculation of (724)" etc. can be acconplished by successive squaring;
e.g. (7247 = (724*3(724¥4(724*(724Y(724) # (1603)1336(179)144) 724
#1906(mod 2047). Thisistediousbutdoabk.]

(b) By successively dividing 2047 by primes between 3 and $2047< 46 we get
2047= 23¥89. Thedecryption exponent d satisfiesed # 1 (mod %n)) or



179d#1 (mod 1936)since %42047)= %23)%89)= 22¥88= 1936.We apply the
Eudidean algorithmto conmpute d #€e™* (mod 1936 andget d #411

(mod 1939. Decryption of an endpheed messagec is acconplished by
computing ¢ (mod 2047)

3. (Discrete Logaithms/El Gamal Cryptosystem) Alice and Bob communicate
usng an El Gamal public key cryptosystem with theprime p =47 and o. = 5 (a primitive
rootmod47). Bob chooss a secret integer b = 17 and publishes theinformationtriple

(p, o, o reduced mod p). Alice chooses a secret integer aand sendsBob the ciphatext
par (¢ (®)*m), where mis amessage between 0 and p-1, al reduced mod p.

Bob receives the ciphetext (23 25). Help him deciphe to find m. [Hint: use the
logaithm (OndexQ table for p = 47 on the course webdgte to minimize the computations]

Bob publishes (47,5, 5 reduced mod 47) and Alice sendsBob (52, (5*')°m) #
(23,25) (mod 47) where mis a messagebetween 0 and 46. Thus5® # 23 and

5'72m # 25 (mod 47). Applying discrete logarithns to thebase 5, we have

logs5® #logs23 and l0gs5'®m #10g525 (mod 46) since %47) = 46. Using thelog
(GndexO tables on the class webpage we get a¥ogs 5#5 and17a%og 5+ logsm
#2,s0a#5and1l7a+ logsm# 2 (mod 46). Soling for logsm, we get logsm #9
(mod 46). Using the (inverse) log table again, we have m # 40 (mod 47).

4. X' D1=(x+1)(+x+1)x3+ x*+ 1). Showtha thebinary codes C;and C;
with generating polynomials ga(X) = X* + X + 1 and go(X) = X* + X? + 1, respectively,
are equivaent to theHamming[7,4]-codeC ddined by the parity check matrix H =

"0 00111 1?

?ﬁ 1 1 0 0 1 1.WhichofthecodesC, C,, C,arecyclic?

01010 18

7n

C1 hasparity check polynomial h,(x) = =(X+DC+ X2+ =x" + X7+ x+1,
1
:

C, hasparity check polynomial h,(x) = ; (;)

2

=(X+DOCHX+D) =x +xP+x* +1.

011100
0111 0|and
1

1
Soparity check matrices for C; andCy are H, =| 0
0 0111

1
0

1 110100
H,={0 1 1 1 0 1 O0f,respectively. Recall thatthe parity check matrix for
0011101
00 01 11 1?
the[7 4] HarrmingCodeisH:$ 1100115 which we write ascolumms
1 01 0 1 0 1¢&



H= (H“) IH® I...IH”)) whee H" isthei™ colunm of H. Both H; andH, can be

obtained fromH by a permutation of its coluims i.e,,

H,= (H(4) | H® |H (5 IH(G) |H(7) |H(3) |H(l)) and

H,=(H" |H®|H?|H® |H® |H? |HY). It follows thata generator matrix G, for
C, that satisfies the matrix equaion G; H;'= 0 can be obtained froma generator

matrix G for the Hamming Codethat satisfies GH "= 0 by precisely the same
permutation of colunms Hence G, = (G 1G?1G®IG”IG”I1GIG") and

G, =(G¥1G?IG7IG?IG®IG?IGY) where
G=(G"|G?|G? |G |G? |G |G™). Since permuting the colurms of G

correspondsto a permutation of coordinates of the codenvordsof C, we condudethat
C, andC; are equivalent to C.

Since C; and C; are both codes with polynomal generators, a codevord

¢ =cc,..c, € C, corresponds to f(X)g1(X) for some polynomal f(X). If we cyclically
permute the coordinates of ¢ to get ¢* =c.c,..c.¢;, this codevord correspondsto the
polynomial Xf(X)gi(X) because X’ #1 (mod X’ D1). Hence ¢*" C,, proving that C;
iscyclic. By thesame reasoning, C, is cyclic. However, C is not cyclic since, for
example, 1000011 € C but 1100001 € C . [ Note that there are two distinct
polynomial divisors of x’-1 of degree =3. Thisimplies that there are precisely two
cyclic codes of length 7 anddimenson 4, nanely C; and C,.]

0
5. H= 0 | isthe parity check matrix for abinary [n,k,d] linear codeC.
1

S = O
—_ O =
S O =
S O =
—_

(@ Findn, kanddforC.

(b) Findagenerator matrix for C. Better yet, find a generator matrix in standad (i.e.,
systematic) form (1 | A).

(c) Wha isthecoderate of C?

(d) Provideastandad array (see page412of thetext) for thecodeC identifying each
row of thearray by its syndrome.

(e) Which codewnordsin C are nearest neghbosto 1111117?

(f) IsC sdf-dud?

(a) and(b) SinceHis3x6and¢ € C if andonlyif ¢H" " 0 (mod 2), n= 6.

Also, rankH = 3 (for exanple, thefirst, third andsixth coluimsof H are linearly
indgpendent, so rankH = 3; andsince H has3 rows, rankH = 3). ThecodeC
congsts of the vectorsin thenull space of H, so the dimenson of Cisk= nBbrank
H = 6 -3= 3. To compute theminimumdistance of C we can examneall 8
codewnords. We will do this butbegin by providing a generating matrix for C in
standard form.

Now € = C,C,C,C,CC, " C if andonlyif (¢;,c,,¢5.¢,,¢5,¢)H" =0 (mod 2). This
gives a set of equaions(c,+ C3+ €4+ Cs, C1 +Cs, 2+ C5+ Cg) #(0,0,0) (mod 2).



Solingthese for ¢4, Cs, Cs in terms of ¢, ¢, ¢z We condudethat

C ={(c,,c, €5, +cC,+ 50,6+ C5) |ej,c,¢c," {01} . Sucessively taking ci=1

andtheother ¢;=0; then c,=1 etc., we get 3 linearly indgpendent vectorsin C and
1 00111

a standard (GsystematicO) generatingmatrix G={0 1 0 1 0 1|. Theeight

001100

codewords correspondto suns of these rows, and by ingection of these
codewnords we condudethatd = 2; for exanple, the final row of G hasweight=2.

[Another approad isto apply elementary row opaationsto H to get it in the form

"111100?/

100111

H=(A|I)=§§ 0 00 1 0 andthenG=(I]-4")=[0 1 0 1 0 1|]
1 00 0 1g 001100

(c) Thecoderateof Cis 10g,[C | _ log, 8 :lo’:l.

6 6 2

(d)
Syndrome Coset Leaders
000 C: 000000 100111 010101 001100 110010 101011 011001
010 100000 000111 110101 101100 010010 001011 111001
101 010000 110111 000101 011100 100010 111011 001001
100 001000 101111 011101 000100 111010 100011 010001
111 000010 100101 010111 001110 110000 101001 011011
001 000001 100110 010100 001101 110011 101010 011000
o11 000110 100001 010011 001010 110100 101100 011111
110 000011 100100 010110 001111 110101 101000 011010

(e) 111111isinthecolumn of the codenvord 111110which isits uniquenearest

neghborcodenord.

(fCf={a" 2,° |¢¥a=0 forall¢" C}. Since s =010101 Candc¢ ¥¢! 0,

c

6.

" Chbut¢ ( C% Hence Cisnotsdf-dual.

Over Z,[x] theirredudble factorization of x> D1 is

xPD1=(x+ 1)+ x + DX+ x + 1)+ 3+ 1)(x+x3+ X2+ x + 1).

In Z2[X] modulo X* + X + 1, X* = X + 1, and GF(2*) = {ao + aX + aX* + aX®|a € Z3}.

(8) Showtha o = X isaprimitive 15" rootof urity in GF(2*).
(b) Which powers o' of o are roots of gy(x) = X* + X + 1?Which are roots of
B(X) = X+ X3+ X2+ X +17?
(c) Set g(x) = g1(x)g2(x), with g; (x) asabove andlet C bethe[15,7]-BCH code
geneated by g(x). Provide agenerating matrix and a parity check matrix for C.

(d) Findtheminimum distance of C. [Hint: Use the Theoremsin Section 18.8.] How
many errors can C detect? How many errors can C correct?

111110
011110
101110
110110
111100
111111
111000
111101
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unity. [Actually, since the non-zero elements of Z,[X] modulo X* + X + 1 hawe
order dividing 15, it suffices to showthat )  * 1 (obvious and ) ® * 1. But we
hawe use for the conmplete list of powers of ) for the next question.

(b) ) isonerootofgi(x) = X* + X + 1, theothersare ), ) *, ) & For exanple,
09+ ()8 +1#)%+ 1+ )3+ 1=0(modX*+ X + 1). Similarly, we check
thattherootsof go(x) = X*+ X3+ X2+ X+ lare)?3 )% )% )=

(c) Thecosfficientsofg(X) = 1+ x* + x¢ + x” + % canbeused to providea
generating matrix for C:

1 000101110000HO00
01 00010111000O00O0
0010001011 100O00
G=0 001 000101110 0 0
000010001011 100
0O000O0O0OO010O0OO0O1IO01110
0O000O0O0OO0O0O1O0O0OO0O1O0111

Since Cisa cyclic codewith generating polynonial g(x), a parity check matrix H
15

can be obtained from the coefficients of * (;)1 = (D7 + XD + 10 +1)
1 1010001000000 0
0110100010000 0 0
0011010001000 0 0
S, 000110100010000
=x'+x +x +1, H= .
000011010001000
000001101000100
000000110100010
000000011010001

(d) We knowfrom(b) thattherootsofg(x) are), )% )% )% )% )% )% )*2 of
which ), )? )3 ) *are4 successive povers of ) . Fromthe Theorem on page433
of thetext we knowthat the minimumdistance d of C satisfies d" 5. Since each
row of G isa codavord of weight= 5, we condude thatd = 5. Hence C can

_ #"1&
detect 5-1 = 4 errors and correct w( =2 errors.



