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In order to encrypt, Alice generates her own random ertor vector e and
calenlates the ciphertext y = xG1 + e. In the case of a Hamming code the
error vector has weight 1. Suppose Alice chooses

e=1{0,1,0,0,0,0,0).
Then

y=1(0,0,0,1,1,0,0)
Bob decrypts by frst calculating

y =yP ™ =(0,0,1,0,0,0,1).

Calculating the syndrome of y; by applying the parity check matrix H and
changing the corresponding bit yields

z1 = (0,0,1,0,0,1,1).

Bob next forms a vector ap such that z¢G = z;, which can be done by
extracting the first four components of z;, that is,

zp = (0,0,1,0).
Bob deciypts by calculating
T =87t = (1,0,1,1),
which is the original plaintext message g

The McEliece system seems to be reasonably secure. For a discussion of
its security, see [Chabaud]. A disadvantage of the system compared to RSA,
for example, is that the size of the public key () is rather large.

18.11 Other Topics

The field of error correcting codes is a vast subject that is explored by
both the mathematical community and the engineering community. In this
chapter we have only touched upon a select handful of the concepts of this
field. There are many other areas of error correcting codes that we have not
discussed.

Perhaps most notable of these is the study of convolutional codes. In this
chapter we have entirely focused on block codes, where typically the data
are segmented into blocks of a fixed length £ and mapped into codewords
of a fixed length n. However, in many applications, the data are produced
in a continuous fashion, and it is better to map the stream of data into a







